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Preface

1. Purpose of Standard

To facilitate the interoperability of SEED algorithm when used in security protocol
s for preventing eavesdropping and tampering against Web or VolP services, this st
andard describes Cipher Suite for the use of SEED algorithm in TLS(Transport Laye
r Security) protocol, SRTP(Secure Real-time Transport Protocol), MIKEY(Multimedia |
nternet KEYING) and SDES(Session Description Protocol(SDP) Security Descriptions
for Media Streams).

2. Summary of Contents

This standard describes how SEED can be used for providing security services in
TLS and SRTP. TLS is a cryptographic protocol that provides communication securi
ty over the Internet and allows client—server applications to communicate across a
network in a way designed to prevent eavesdropping and tampering. SRTP is a cry
ptographic protocol that provides several security services on a standardized packe
t format for delivering audio and video over IP network.

First, this standard defines Cipher Suite for the TLS protocol that use the SEED a
[gorithm as symmetric key cipher for data encryption. To negotiate proper SEED ba
sed Cipher Suite in TLS handshake layer, additionally, this standard defines values
assigned to each Cipher Suite.

Next, this standard defines new Cipher Suite for SRTP that use the SEED algorith
m as symmetric key cipher for RTP and RTCP payload encryption and key derivatio
n function. This standard also defines identifiers and parameters to be used in key
management protocols MIKEY and SDES for negotiating Cipher Suite for SRTP.

3. Applicable Fields of Industry and its Effect

TLS and SRTP are commonly applied as main cryptographic protocols for
providing security services on Web or Voice over IP networks in Korea. This
standard may be applied to various information security systems and cryptographic
equipments, requiring operations of TLS or SRTP which use SEED as a base block
cipher. This can make to improve stability and reliability of national information
communication networks.

iV KCS.KO-12.2000



4. Reference Standards(Recommendations)

4.1. International Standards(Recommendations)

None

4.2.

Domestic Standards

TTAS.IF-RFC4162, “The SEED Cipher Algorithm for Transport Layer Security

(TLS)", 2006.12

TTAE.IF-RFC5669, “The SEED Cipher Algorithm and Its Use with the Secure
Real-Time Transport Protocol (SRTP)”, 2011.12.

TTAE.IF-RFC5748,

“IANA Registry Update for the SEED Cipher Algorithm
Support in the Multimedia Internet KEYing (MIKEY)”, 2011.12.

5. Comparison between Reference Standards(Recommendations) and this Standard

5.1. Relevance of this Standard with Reference Standards(Recommendations)

This standard describes cipher sutes to use TLS, SRTP, MIKEY and SDES based

on the IETF RFC 4162, IETF RFC 5669, IETF RFC 5748.

5.2. A Comparative Table of

Standard

Reference Standard(Recommendation) and this

KCS.KO-12.2000

Reference Standards

TTAS.IF-RFC4162

TTAE.IF-RFC5669

Remarks

TTAE.IF-RFC5748

1.

Introduction

1. Introduction

1. Introduction

1. Introduction

Merged

2.

Constitution and
Scope

1. Introduction

1. Introduction

1. Introduction

Merged

3.
and Abbreviations

Terms Definition

1. Introduction

1. Introduction

1. Introduction

Merged

4.

The Use of SEED
in TLS

2. Proposed
Cipher Suites

Equivalent

5.

The Use of SEED
in SRTP

2. Cryptographic
Transforms

Condensed
in Sec.1
and 4

3. Nonce Format

Condensed
in Sec.1
and 4

KCS.KO-12.2000




gdESSHE

A

3 3 4. Key Derivation Condensed
Function in Sec.3
5. Mandatory Condensed
- - -to-Implement - .
in Sec.4
Transforms
6. The Use of SEED
in SRTP Key 6. IANA 4. |ANA Meraed
Management Considerations Considerations 9
Protocol

6. Statement of Intellectual Property Rights

“Written Confirmation of Intellectual Property Rights” for this standard can be refe
renced to the website of the National Radio Research Agency.

Those using this standard must confirm that whether intellectual property rights ar

e included in this standard.

Other intellectual property rights may exist in relation to written confirmation recei

ved for this standard.

7. Statement of Testing and Certification

7.1. Object of Testing and Certification

None

7.2. Standards of Testing and Certification

None

8. History of Standard

8.1. Change History

Edition Issued date History
. Established
The 1st edition 2013.12.31.
KCS.KO-12.2000

8.2. Revisions Related Details

None
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4. TLSOIA2 SEED 25 A= &

108

oFT)

2 Z0lAM= SEED £1c2l&=2 TLSUHIA AFZ0otD| fIst &
DO AlEE2 AESS S2otM, SYst M AFE0l =MotAl &
4.1. Cipher Suite &9

CipherSuite TLS_RSA_WITH_SEED_CBC_SHA

= { 0x00, 0x96};

CipherSuite TLS_DH_DSS_WITH_SEED_CBC_SHA = { 0x00, 0x97};
CipherSuite TLS_DH_RSA_WITH_SEED_CBC_SHA { 0x00, 0x98};
CipherSuite TLS_DHE_DSS_WITH_SEED_CBC_SHA = { 0x00, 0x99};
CipherSuite TLS_DHE_RSA_WITH_SEED_CBC_SHA { 0x00, Ox9A};
CipherSuite TLS_DH_anon_WITH_SEED_CBC_SHA { 0x00, 0x9B};
4.2. Cipher Suite &4
421, &ds LdNels
SEED £12|I& MES ®lol HQlote 89 2&= CBCOIH 21 AJl= 128 HIEO|L.
42.2. oAl &=
4.1 Z0M HAISt Cipher Suite= HMACH AtEE DBt GHAl &2 SHA-12 AtS
otH, #42 B |.[4]2 520 JI==0 UCH.
4.2.3. 9| WE
Cipher Suite= 213 AM2 I W& SO 2ol ZetaC 2 ZEOoAM MAISH g2 2
£ | .[4]9 7.42 B 743 BS DS,
Cipher Suite Jl wet gNels
TLS_RSA_WITH_SEED_CBC_SHA RSA
TLS_DH_DSS_WITH_SEED_CBC_SHA DH_DSS
TLS_DH_RSA_WITH_SEED_CBC_SHA DH_RSA
TLS_DHE_DSS_WITH_SEED_CBC_SHA DHE_DSS
TLS_DHE_RSA_WITH_SEED_CBC_SHA DHE_RSA
TLS-DH-anon-WITH SEED_CBC_SHA DH_anon
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SEED_128_CTR_HMAC_SHA1_80

5.2. SEED-CCM1 SEED-GCM
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5.2.1. &¢& It2tOIH

2 ZB0lld= SRTPE ®Ist 28 RE = otLt2l CCM Z2EE JI=s8ttt. CCM 2E&=
CtS 2 JHXl Htet0IeE AtEEHL
o M: 2IE EH0° AOIZZAM, SRTPOIAM €1E Ei2 Z0l= 80 bits(10 octets)0l12

£, SEED-CCMOIM M2l AJI= 100ICt.
o L : Z0l Z2E9 AOIEZZ A, Noncel 3AJl= 15-L=E HALE. SEED-CCMOIA
Nonce 3AJ|= 12 octetsOIE2Z L2l AJ|= 30|CH.
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o Key : 15 B A4 & HOIZE 23380l AHZ2E= JIZ A, SEED= 128 bits2 I

o Nonce : =2 AN SEED-CCMOIA =2 20l= 96 bits(12 octets)OlCt.

o Plaintext : SRTPOIA= RTP I3l HIOIZE X IHE, RTP pad count EEDJt oY
EICh. SRTCPOIA = Encryption flaglt 12 MEZHNH U=s J=20H 25 1 -[7]1<
‘Figure 2: AEAD inputs from an SRTP packet'ilAl Jl=dt] U= F=201 2010,
encryption flagit 022 MEEHNH U= R0 = AIEE X E=C

o AAD(Additional Authentication Data) : 21Z EN HAHM AtEE F=It CIOIEHZAM,
SRTPOUIM= RTP I3l GIHE LIEIHCH SRTCPUIA = encryption flagdt 022 Al
8E0 U= B0 2= | -[7]12 ‘Figure 2: AEAD inputs from an SRTP packet’
HA Jlsdtd A= 2201 AADOIL, 12 HIEEN U= BR0= ® HM 8 octets
1t encryption flag, SRTCP indexJt AADO|C}.

Olel= CCM Z2E0AM Jl==d s
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5.2.2. Nonce EE|

o0 SRTPE ®let =+ SEH

o

Nonce = (16 bits of zeroes || SSRC || ROC || SEQ) XOR Salt

SSRC2F SEQe= RTP GlIG0 ZE T UJASH, Salt 22 SRTP I K& & 2=(Key Deri
vation Function)28 & &=L}

o SRTCPE &t tt== EH

0g

Nonce = (16 bits of zeroes || SSRC || 16 bits of zeroes ||
SRTCP index) XOR Salt

SSRC2 SEQ= RTP a0 ZE&EE O QUL SRTCP indexes 2H2t2| 1
OO, Salt &ft2 SRTP | K& &£=(Key Derivation Function)28H &=L,
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5.4. Z = Cipher Suite
SRTPE %8t SEED 2% Z2& = BtE Al 800 & 252 A, HO0IH 2= SEED
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22 = & EH Pl
oS 5t SEED-CTR SEED-CCM, SEED-GCM SEED-CTR
HIAIX 224 HMAC-SHA1 SEED-CCM, SEED-GCM HMAC-SHA1
OlAb = & SEED-CTR - SEED-CTR
6. SRTPE &t 3| &l Z2EZ0AN SEED 2& AIS 9H
6.1. MIKEY
2 Z0M= SRTP &350 AIEdHe ¢35 ¢1elsd € 29 20 s 2 Jl=
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NULL 0
AES-CM 1
AES-F8 2
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6.2. SDES

SDESOlM SEED €12l&S AtEot)| fI1g 28 IictileH= Gt &0

[ WL

srtp—crypto-suite—ext = “SEED_CTR_128_HMAC_SHA1_80"/
“SEED_128_CCM_80"/
“SEED_128_GCM_96"/
srtp—crypto—suite—ext
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