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Preface

1. Purpose of Standard

This standard provides a method to use the national standard block cipher ARIA
in main security protocols TLS(Transport Layer Security) and SRTP(Secure Real-time
Transport Protocol), applied for preventing cyber attacks such as eavesdropping
against Web or VolP(Voice over IP) services.

2. Summary of Contents

This standard describes how ARIA can be used as a base block cipher in TLS(Tr
ansport Layer Security) and SRTP(Secure Real-time Transport Protocol). TLS(Transp
ort Layer Security) is a cryptographic protocol that provides communication security
over the Internet and allows client-server applications to communicate across a net
work in a way designed to prevent eavesdropping and tampering. SRTP(Secure Rea
I-time Transport Protocol) is a cryptographic protocol that provides several security
services on a standardized packet format for delivering multimedia data over IP net
work. For TLS(Transport Layer Security), this standard provides new Cipher Suites t
hat use ARIA as symmetric key cipher for data encryption. To negotiate a master s
ecret key and a proper ARIA Cipher Suite in TLS Handshake Layer, additionally, this
standard defines values assigned to each Cipher Suite. For SRTP(Secure Real-time
Transport Protocol), this standard provides new Cipher Suites that use ARIA as sym
metric key cipher for RTP(Real-time Transport Protocol) and RTCP(RTP Control Prot
ocol) payload encryption and key derivation. This standard also defines identifiers a
nd parameters to be used in key management protocols MIKEY(Multimedia Internet
KEYing) and SDES(Session Description Protocol Security Description) for negotiating
Cipher Suites for SRTP(Secure Real-time Transport Protocol).

3. Applicable Fields of Industry and its Effect

TLS(Transport Layer Security) and SRTP(Secure Real-time Transport Protocol) are
commonly applied as main cryptographic protocols for providing security services o
n Web or VolP(Voice over IP) networks in Korea. This standard may be applied to
various information security systems and cryptographic equipments, requiring operati
ons of TLS(Transport Layer Security) or SRTP(Secure Real-time Transport Protocol)
which use ARIA as a base block cipher. This can make to improve stability and reli
ability of national information communication networks.

v KCS.KO-12.2001



4. Reference Standards(Recommendations)
4.1. International Standards(Recommendations)

None
4.2. Domestic Standards

- TTAK.KO-12.0201, “Parameters for the ARIA Algorithm Support in the Multimedia

Internet KEYing (MIKEY)”, 2012.12.

- TTAK.KO-12.0115/R1, “The Use of ARIA Algorithm in SRTP”, 2011.12.

- TTAK.KO-12.0114/R1, “The Use of ARIA Algorithm in TLS”, 2011.12.

5. Comparison between Reference Standards(Recommendations) and this Standard
5.1. Relevance of this standard with Reference Standards(Recommendations)

This standard focuses on the main security protocols TLS(Transport Layer Securit
y) and SRTP(Secure Real-time Transport Protocol) for Web services and VolP servi
ces in Korea, and refers three standards “TTAK.KO-12.0114/R1”, “TTAK.KO-12.011
5/R1”, and “TTAK.KO-12.0201” which describe how ARIA can be used in such pro

tocols.

5.2. A Comparative Table of Reference Standard(Recommendation) and this
Standard

Reference Standard
KCS.KO-12.2001 TTAK.KO- TTAK.KO- TTAK.KO- Remarks
12.0114/R1 12.0115/R1 12.0201
1. Introduction 1. Introduction 1. Introduction 1. Introduction Merged
2. Constitution and 2. Constitution 2. Constitution 2. Constitution Meraed
Scope and Scope and Scope and Scope ‘
B B _ 3. Reference Condensed
Standards in Preface
3. Terms Definitions 3. Terms and 3. Terms and 4. Terms and Meraed
and Abbreviations Definitions Definitions Definitions 9
4. The Use of ARIA ! ; .
in TLS 4. Cipher Suites Equivalent
B 5. Mandatory _ B Condensed
Cipher Suite in Sec.4
vi KCS.KO-12.2001

AEEMTE
5. The Use of ARIA 4. Cryptographic .
in SRTP B Transforms B Equivalent
B B 5. Key Derivation B Condensed
Function in Sec.5
B B 6. Mandatory B Condensed
Cipher Suite in Sec.5

6. ARIA Cipher Suite
Parameter Setting for Condensed

Key Management B B 5. SRTP Policy in Sec.6
Protocols of SRTP

7. Security 6. Security 7. Security B Merged
Considerations Considerations Considerations

Appendix |.  Related B _ B Added
Documents

6. Statement of Intellectual Property Rights

“Written Confirmation of Intellectual Property Rights” for this standard can be refe
renced to the website of the National Radio Research Agency.

Those using this standard must confirm that whether intellectual property rights ar
e included in this standard.

Other intellectual property rights may exist in relation to written confirmation recei
ved for this standard.
7. Statement of Testing and Certification

7.1. Object of Testing and Certification

None

7.2. Standards of Testing and Certification

None

8. Detailed History of Standard

8.1. History of Standard

Edition Issued date History
. Established
The 1st edition 2013.12.31.
KCS.KO-12.2001
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8.2. Revisions Related Details

None
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(The Use of Block Cipher ARIA in TLS'SRTP-MIKEY)
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OICt. Wetd 2= 19 [13]0 JizeE 20t E& 28 25 ARASE &8 & AMdlA
£ QY M3 MHIAS BEob AlAE RXHZ o M= TLS(Transport Layer Security)
I SRTP(Secure Real-time Transport Protocol)0fl ARIA AI2 HAIE2 HFote E&°
Cipher Suitedt ZR5tCH. 2 ZZ0AE TLS(Transport Layer Security) 2t SRTP(Secure
Real-time Transport Protocol) 2t2f0l CHst ARIA J18te| Cipher SuiteE MIAISICH 1
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AES
(Advanced Encryption
Standard)

ARIA
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(Counter with CBC-MAC)
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IPsec
(Internet Protocol Security)

SHA
(Secure Hash Algorithm)
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3.2.

AES-CBC
AES-CCM
AES-CM
AES-GCM
anon
ARIA-CBC
ARIA-CTR
ARIA-CCM
ARIA-GCM
csC
CBC-MAC
DH
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10
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=]
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rr
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Ol
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of MAIXIE & 2019 £€giez oF

AES in Cipher Block Chaining Mode
AES in Counter with CBC-MAC Mode
AES in Counter Mode

AES in Galois/Counter Mode
anonymous

ARIA in Cipher Block Chaining Mode
ARIA in Counter Mode

ARIA in Counter with CBC-MAC Mode
ARIA in Galois/Counter Mode

Cipher Block Chaining

Cipher Block Chaining—-Message Authentication Code
Diffie-Hellman

Digital Signature Standard

Elliptic Curve Diffie-Hellman

Elliptic Curve Digital Signature Algorithm
Internet Engineering Task Force
Internet Protocol

Initialization Vector

Message Authentication Code

Pseudo Random Function

RTP Control Protocol

SDP Security Descriptions

Secure RTP Control Protocol

Transmission Control Protocol
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VolP Voice over IP

4. TLSOIA S ARIA AIS &H™

ARIA%H AES= 3|12t 25 20|, Ol 828 25 A8 YH0l S25tH, ARIA ALE
st S0Ist M2t ALE0l E=MMotAl Z=Ch WMetA TLSOHIAS ARIA HE gge £
12 [4], [5], [7], [8IOIA HMIAIEH AESSl HE WES =& 2 ZElM= ARIA
TLSOl Z &3kl <Ig Y-S Z&FSt= Cipher Suite®t, Handshake LayerE Sl =2
2 ZOXIL ARIA Cipher SuiteE EA&ct= LHFNAN ZRE XS HMAISCH ARIA
Cipher Suite? EXg2 25 |2 [10]0 HMAIE Cipher Suite@ IANA XS O
2 =30
4.1. Cipher Suite S8
4.1.1. HMAC D&t Cipher Suite

ARIA-CBC2 HMACE At&3dte= Cipher Suite 20 e E 4.1+ 2Lt

H 4.1 HMAC JIBt Cipher Suite
#HE Cipher Suite & X3t (value)
1 TLS_RSA_WITH_ARIA_128_CBC_SHA256 0xCO0, 0x3C
2 TLS_RSA_WITH_ARIA_256_CBC_SHA384 0xCO0, 0x3D
3 TLS_DH_DSS_WITH_ARIA_128_CBC_SHA256 0xCO0, Ox3E
4 TLS_DH_DSS_WITH_ARIA_256_CBC_SHA384 0xCO0, Ox3F
5 TLS_DH_RSA_WITH_ARIA_128_CBC_SHA256 0xCO0, 0x40
6 TLS_DH_RSA_WITH_ARIA_256_CBC_SHA384 0xCO0, 0x41
7 TLS_DHE_DSS_WITH_ARIA_128_CBC_SHA256 0xCO0, 0x42
8 TLS_DHE_DSS_WITH_ARIA_256_CBC_SHA384 0xCO0, 0x43
9 TLS_DHE_RSA_WITH_ARIA_128_CBC_SHA256 0xCO0, 0x44
10 TLS_DHE_RSA_WITH_ARIA_256_CBC_SHA384 0xCO0, 0x45
11 TLS_DH_anon_WITH_ARIA_128_CBC_SHA256 0xCO0, 0x46
12 TLS_DH_anon_WITH_ARIA_256_CBC_SHA384 0xCO0, 0x47
13 TLS_ECDHE_ECDSA_WITH_ARIA_128_CBC_SHA256 0xCO0, 0x48
14 TLS_ECDHE_ECDSA_WITH_ARIA_256_CBC_SHA384 0xCO0, 0x49
15 TLS_ECDH_ECDSA_WITH_ARIA_128_CBC_SHA256 0xCO0, Ox4A
5 KCS.KO-12.2001




HS Cipher Suite & X2t (value)
16 TLS_ECDH_ECDSA_WITH_ARIA_256_CBC_SHA384 0xCO, 0x48B
17 TLS_ECDHE_RSA_WITH_ARIA_128_CBC_SHA256 0xCO, 0x4C
18 TLS_ECDHE_RSA_WITH_ARIA_256_CBC_SHA384 0xCO, 0x4D
19 TLS_ECDH_RSA_WITH_ARIA_128_CBC_SHA256 0xCO, Ox4E
20 TLS_ECDH_RSA_WITH_ARIA_256_CBC_SHA384 0xCO0, Ox4F

4.1.2. GCM D[}t Cipher Suite

oI5 24535 2Y ZEE AIE6I0 OO0l L53E +8ot=e UE 31 &5Z ARIA-G
CM2 AIZ36t= Cipher Suite 20 e X 4.22F 2Ct. 0| Cipher Suitee £ |9
=& TLS 1.2 £= TLS 1.29] &< HAEUAME A2 JISSHC.

H 4.2 GCM J|Et Cipher Suite

HS Cipher Suite & X gt(value)
1 TLS_RSA_WITH_ARIA_128_GCM_SHA256 0xCO, 0x50
2 TLS_RSA_WITH_ARIA_256_GCM_SHA384 0xCO, 0x51
3 TLS_DHE_RSA_WITH_ARIA_128_GCM_SHA256 0xCO, 0x52
4 TLS_DHE_RSA_WITH_ARIA_256_GCM_SHA384 0xCO, 0x53
5 TLS_DH_RSA_WITH_ARIA_128_GCM_SHA256 0xCO0, 0x54
6 TLS_DH_RSA_WITH_ARIA_256_GCM_SHA384 0xCO0, 0x55
7 TLS_DHE_DSS_WITH_ARIA_128_GCM_SHA256 0xCO, 0x56
8 TLS_DHE_DSS_WITH_ARIA_256_GCM_SHA384 0xCO, 0x57
9 TLS_DH_DSS_WITH_ARIA_128_GCM_SHA256 0xCO, 0x58
10 TLS_DH_DSS_WITH_ARIA_256_GCM_SHA384 0xC0, 0x59
11 TLS_DH_anon_WITH_ARIA_128_GCM_SHA256 0xCO0, Ox5A
12 TLS_DH_anon_WITH_ARIA_256_GCM_SHA384 0xCO0, 0x58
13 TLS_ECDHE_ECDSA_WITH_ARIA_128_GCM_SHA256 0xC0, 0x5C
14 TLS_ECDHE_ECDSA_WITH_ARIA_256_GCM_SHA384 0xC0, 0x5D
15 TLS_ECDH_ECDSA_WITH_ARIA_128_GCM_SHA256 0xCO, Ox5E
16 TLS_ECDH_ECDSA_WITH_ARIA_256_GCM_SHA384 0xCO, Ox5F
17 TLS_ECDHE_RSA_WITH_ARIA_128_GCM_SHA256 0xC0, 0x60
18 TLS_ECDHE_RSA_WITH_ARIA_256_GCM_SHA384 0xCO, 0x61
19 TLS_ECDH_RSA_WITH_ARIA_128_GCM_SHA256 0xCO, 0x62
20 TLS_ECDH_RSA_WITH_ARIA_256_GCM_SHA384 0xC0, 0x63
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4.1.3. PSK J|8t Cipher Suite

S=4&XE ALOLO PSKJ} AS B2 MEBE = U= Cipher Suite 14 e E
Ct. 01 & 8 (1 ~6 B, 13 ~ 14 Bl)= EE9 MAC 21elE2Z HMAC

= Cipher Suite0| 11 L}DiII 6 M7 ~ 12 BH)= O&E 3 &¥5Z ARIA-GCMS }86}5
Cipher SuiteOICt.

rulo#
>
0/
o

H 4.3 PSK D]t Cipher Suite

HS Cipher Suite & X3t (value)
1 TLS_PSK_WITH_ARIA_128_CBC_SHA256 0xC0, 0x64
2 TLS_PSK_WITH_ARIA_256_CBC_SHA384 0xC0, 0x65
3 TLS_DHE_PSK_WITH_ARIA_128_CBC_SHA256 0xCO0, 0x66
4 TLS_DHE_PSK_WITH_ARIA_256_CBC_SHA384 0xC0, 0x67
5 TLS_RSA_PSK_WITH_ARIA_128_CBC_SHA256 0xCO0, 0x68
6 TLS_RSA_PSK_WITH_ARIA_256_CBC_SHA384 0xC0, 0x69
7 TLS_PSK_WITH_ARIA_128_GCM_SHA256 0xCO, Ox6A
8 TLS_PSK_WITH_ARIA_256_GCM_SHA384 0xCO, 0x68
9 TLS_DHE_PSK_WITH_ARIA_128_GCM_SHA256 0xCO, 0x6C
10 TLS_DHE_PSK_WITH_ARIA_256_GCM_SHA384 0xCO, 0x6D
11 TLS_RSA_PSK_WITH_ARIA_128_GCM_SHA256 0xCO, Ox6E
12 TLS_RSA_PSK_WITH_ARIA_256_GCM_SHA384 0xCO, Ox6F
13 TLS_ECDHE_PSK_WITH_ARIA_128_CBC_SHA256 0xC0, 0x70
14 TLS_ECDHE_PSK_WITH_ARIA_256_CBC_SHA384 0xCO, 0x71

4.2. Cipher Suite /4
1. & 31 25

ARIA AtE2= Rldl = Z0IM X Alote 2= Cipher Suite= ARIA-CBC L= ARIA-G
CME OlZstlh Clpher Suite EII0A “ARIA_(3I "OI) CBC'2 ‘ARIA_(3I Z01)_GCM’
212 OIOIE 2532 /s tE 3] 2352 Y I1 2012 ARIA-CBC2 ARIA-GCM
ArEStE AE 20IECt. ARIAE JIEt 25 2S2Z ot 2 &2 IFHEY SF
He 2= 19 [14]01 FAIL0 UCH

=5 Z0l= 71 Z0/0l A0l 128 HIEOIMH, ARIASI 31, 25, 1cl11
2EUAM ALESt= =J1 HEH(IV)S 20l AESY Z=2t SL6iCh. MetMd ARIA-CBC
2t ARIA-GCM2 22! AES-CBC, AES-GCM1t S8 ZAez2 SAGHH, TLSHl HE

ot= &Y £& 25 19 [7], [B]0IA #&E AESS HE %Y

0

0Z Mo FlO
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4.22. oAl =2 MAC

4.1 ZOlM XA 2E Cipher Suitee HMACSl DIt SiAl &+Z SHA-256%= SH
A-3845 ArE8tCH Cipher Suite EJI0IA ‘SHA256'2 SHA-256, ‘SHA384'= SHA-38
4 oAl &=+E 20IStCH TLSHAM HMACE Record Layer0lA OIOIE fZ42 M35t
= 8% %2 Handshake Layerl PRFE 4ot &2 AIZEC. PRFY Z2 TLS 1.2
0l M= Cipher Suite®il EJI€ Al &5 JIBt22 dl= HMAC2Z F4&5t= &t
S 1.1 0l3t HEMAME SHA-1 2|8t HMACIH MD5 D8t HMACS Z &ote 24
AECH WMetAd TLS 1.28 JIE2Z ot HEDL S &0l H&E2 PRF

AP SHCH 2l TLS 1.201A ARIA-GCMS AE0ote Cipher Suite? 22 oAl &

4= PRFOIGH MESHCH.

Zes F2 o

423. 3 £3 4

= Z0lM MAIStE Cipher Suite 2t2t0il i&dt= 21 &8 gAl2 5 4.4% 20 22

I 4.4 Cipher Suite?t 9| &% gtaAl

Cipher Suite Il 88 g4l
TLS_RSA_WITH_ARIA_128(256)_CBC/GCM_SHA256(384) RSA
TLS_DH_DSS_WITH_ARIA_128(256)_CBC/GCM_SHA256(384) DH_DSS
TLS_DH_RSA_WITH_ARIA_128(256)_CBC/GCM_SHA256(384) DH_RSA
TLS_DHE_DSS_WITH_ARIA_128(256)_CBC/GCM_SHA256(384) DHE_DSS
TLS_DHE_RSA_WITH_ARIA_128(256)_CBC/GCM_SHA256(384) DHE_RSA
TLS_DH_anon_WITH_ARIA_128(256)_CBC/GCM_SHA256(384) DH_anon
TLS_ECDH_ECDSA_WITH_ARIA_128(256)_CBC/GCM_SHA256(384) ECDH_ECDSA
TLS_ECDH_RSA_WITH_ARIA_ARIA_128(256)_CBC/GCM_SHA256(384) ECDH_RSA
TLS_ECDHE_ECDSA_WITH_ARIA_128(256)_CBC/GCM_SHA256(384) ECDHE_ECDSA
TLS_ECDHE_RSA_WITH_ARIA_128(256)_CBC/GCM_SHA256(384) ECDHE_RSA
TLS_ECDH_anon_WITH_ARIA_128(256)_CBC/GCM_SHA256(384) ECDH_anon
TLS_PSK_WITH_ARIA_128(256)_CBC/GCM_SHA256(384) PSK
TLS_DHE_PSK_WITH_ARIA_128(256)_CBC/GCM_SHA256(384) DHE_PSK
TLS_RSA_PSK_WITH_ARIA_128(256)_CBC/GCM_SHA256(384) RSA_PSK

Il &% Al ‘ECDH(E)_ECDSA’, ‘ECDH(E)_RSA’, ‘ECDH_anon’0il th&h &Ml #&AE2
25 |19 [5]8 XSG el I #F ZA ‘PSK’, ‘DHE_PSK’, ‘RSA_PSK’, ‘ECD
HE_PSK'Ol THE &Ml RH 2 28 | 9 [4]8 EXEHCH

8 KCS.KO-12.2001

o

ARIAZ} AESE=E 212t EE Z
gt Hier ArEol IHEPII

&4 Cipher Suite

TLS_RSA_WITH_ARIA_128_CBC_SHA256

5. SRTPOIA S ARIA AIZ 2d

S

H=o, £=

. Cipher Suite 855

. HMAC DIgt Cipher Suite

ARIA-CTRZt HMACZ AIE35t= Cipher Suite=

H 5.1 HMAC DJIgt Cipher Suite

ol 5

el

HO

)

I 1ol [2],
.= BUlME ARIAZS SRTPOIA At

=2 51

BEE A

M

o
0x
1o

i

pS|

J

= gieH
S o-g

. [etA ARIAE AESEH S
C [1TI0A "IAIEE A

|C\L} l:lH:Hc> /\4

2+
S

0p

e

= Z<(mandatory) Cipher Suite2 ‘TLS_RSA_WITH_AES_128_CBC

E Sl S80I ZRE OHEEI}IIOIH(HIA-I TEOESE

ol
=

!

O | =]

Il &
Ms Cipher Suite (E491 : octet)
=5 25 HMAC
ARIA_128_CTR_HMAC_SHA1_80 16 20
2 ARIA_128_CTR_HMAC_SHA1_32 16 20
3 ARIA_192_CTR_HMAC_SHA1_80 24 20
4 ARIA_192_CTR_HMAC_SHA1_32 24 20
5 ARIA_256_CTR_HMAC_SHA1_80 32 20
6 ARIA_256_CTR_HMAC_SHA1_32 32 20

ENIT

6HJ1 ARIA AHE Ol

Ol 7(9_ tIH:HO
= =

&3dt= Cipher Suite
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5.1.2. AEAD JIEt Cipher Suite

013 2535 2Y LEE AMESHH HO0IH £SSE 8ot HE Il 2d5E ARIA-C
CMIt ARIA-GCM2 AIE38l= Cipher Suite= 212t & 5.2, & 5.3t 2L}
I 5.2 ARIA-GCM J|8t Cipher Suite
_ ) . =525 I 20| = e 20l
o5
== Cipher Suite (S+2 : octet) (9 : octet)
1 AEAD_ARIA_128_GCM 16 16
2 AEAD_ARIA_256_GCM 32 16
3 AEAD_ARIA_128_GCM_8 16 8
4 AEAD_ARIA_256_GCM_8 32 8
5 AEAD_ARIA_128_GCM_12 16 12
6 AEAD_ARIA_256_GCM_12 32 12
I 5.3 ARIA-CCM D[t Cipher Suite
_ ) : =235 I 20| ,_g B 20l
o5
= Cipher Suite (E+9 : octet) (E+2l : octet)
1 AEAD_ARIA_128_CCM 16 16
2 AEAD_ARIA_256_CCM 32 16
3 AEAD_ARIA_128_CCM_8 16 8
4 AEAD_ARIA_256_CCM_8 32 8
5 AEAD_ARIA_128_CCM_12 16 12
6 AEAD_ARIA_256_CCM_12 32 12
5.2. Cipher Suite /4
5.2.1. & 2| &5
ARIA AtE2 2ol 2 E0lM MAldts 2E Cipher Suite= ARIA-CTR £= ARIA-CC
M, ARIA-GCMS 0|=28&tCt. Cipher Suite ZJI0IA ‘ARIA_(3I 20])_CTR'2 HOIH &5
St Qs Uz I &s2 oie 3| 202 ARIA-CTRZ2 AtEote 212 2l0Ist0, ‘AEAD
_ARIA_(Dl 201_(29 25)E= oig 31 2012 ARIA-CCM E£= ARIA-GCMS U& I
2SZ AIEBot= JE2 0|8ttt ARIAE J|Bt 28 2352 ot 28 222 ZHFQ
ST LY 251 9 [14]0 HAIZOH UACH.
ARIASl =2 20l= 1 20/0 2tHei0l 128 HIEOIH, ARIAS I, €58, 12l 2<%

KCS.KO-12.2001

QE0AM AIR3tE Z=JI HE(IV)S 20/= AESS A9 S2USHCH [M2tA ARIA-CTR,
ARIA-CCM, ARIA-GCMZ 22 AES-CM, AES-CCM, AES-GCM1} SL&t Aoz =
504, SRTPOI HRst= 2y w8 2= |2 [2], [9], [11]0IA RAEE AESS =HE
gHE FESHC

=}

5.2.2. dlAl &==2 MAC

5.1.1 20lM MAIE Cipher Suitee JI12d 2% 2EQ CTRES AMIS6tE22 OO0IE 2
24 M3 st €2 MAC 21cIES M AFE0H0F &Ct. ARIA-CTRSl cipher sui
te= SHA-10 Jlgtst MAC 2102lE HMAC-SHA-12 ALE8HCE Cipher Suite EJ[0IA
‘HMAC-SHA1_(21Z B 2I0l)'= JIgt oAl &=+2 SHA-12 AIE5t0 oig 20129 ¢
S B2 £46l=s HMACS MAC 212822 Aot X2 20I&tCt. HMACS ¢!
S B0 20l 32 £= 80 HIEZ &t& &

gt 5.1.2 Z0A HMAIg Cipher Suitee 215 253t 28 ZEE MEGIEZ €k 9
MAC Z102IES AIE0HAl 2= SRTPUIAM 15 £33t 28 RLEE AMEE =2 ¢

Z B2 20l= 64, 92, £= 128 HIEZ & &SI

523. 3| Rk &=

25 19 [2]9 433 ZH0AME= CTRE SXot= AES-1282 Il R% &= HAl
St 0I5 “AES-CM PRF’2 HIISHRICH 25 |12 [9]0Id= CTRE S&ot= AES-1
922t AES-2562 Il »& &=+ HMAIGHLD OIS 22 ‘AES_192_CM_PRF'2t ‘AES_25
6_CM_PRF'Z HIIGIUCE. ARIAZE MESt= Il |R& &= AESY Z=2% 26t +
«Gti, 21 Z0l0l M2t 22 ARIA_128_CTR_PRF, ARIA_192_CTR_PRF, d2l1 ARIA_2
56_CTR_PRFZ HJ|&tCt. ARIA Cipher SuiteOlA AtEdtl=s 21 /& &= H 540A
o 20l tHE Il g5 sLet I Z0IE IJtX= ARIA-CTR PRFZ #&EEHCH

H 5.4 ARIA JIgt Cipher Suite?t 31 |R& &=
#Hs Cipher Suite Il R &=+
1 ARIA_128_CTR_HMAC_SHA1_80 ARIA_128_CTR_PRF
2 ARIA_128_CTR_HMAC_SHA1_32 ARIA_128_CTR_PRF
3 ARIA_192_CTR_HMAC_SHA1_80 ARIA_192_CTR_PRF
4 ARIA_192_CTR_HMAC_SHA1_32 ARIA_192_CTR_PRF
5 ARIA_256_CTR_HMAC_SHA1_80 ARIA_256_CTR_PRF
6 ARIA_256_CTR_HMAC_SHA1_32 ARIA_256_CTR_PRF
7 AEAD_ARIA_128_GCM ARIA_128_CTR_PRF
8 AEAD_ARIA_256_GCM ARIA_256_CTR_PRF
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HS Cipher Suite I R s

9 AEAD_ARIA_128_GCM_8 ARIA_128_CTR_PRF

10 AEAD_ARIA_256_GCM_8 ARIA_256_CTR_PRF

11 AEAD_ARIA_128_GCM_12 ARIA_128_CTR_PRF

12 AEAD_ARIA_256_GCM_12 ARIA_256_CTR_PRF

13 AEAD_ARIA_128_CCM ARIA_128_CTR_PRF

14 AEAD_ARIA_256_CCM ARIA_256_CTR_PRF

15 AEAD_ARIA_128_CCM_8 ARIA_128_CTR_PRF

16 AEAD_ARIA_256_CCM_8 ARIA_256_CTR_PRF

17 | AEAD_ARIA_128_CCM_12 ARIA_128_CTR_PRF

18 AEAD_ARIA_256_CCM_12 ARIA_256_CTR_PRF
5.3. == Cipher Suite

SRTPOIM= Z = Cipher Suite2 ‘AES_CM_128_HMAC_SHA1_80'S XI&GI0, S0l

ZRst OHECIAHOIENA BIEAl REGIES ANotD JACH DLt U 2 2Dt
HE S5 23502 ARIAY 24 HZ0| ZRs 20| USS LGN, 0l4& AU A
2s HMZ 22 J=Xe SEds B8 = JEE €59 E Cipher SuiteE US
It 20l @ttt

ARIA_128_CTR_HMAC_SHA1_80

6. SRTP2| 3| &e| ZZEZ0 A ARIA Cipher Suite ItctDIEH &3

6.1. MIKEY

25 19 [3]9 6.1 Z0l= MIKEYE J| 22| Z2EZSZ AIS6l0f Z2EZ2 WXL
Jb SRTPS| Cipher Suite €8S SR0otJ| ?lof 228 Wet0IHE #EotD AUCH 2F Tt
2tOlEl= &(Type)lt 2t(Value) &=22 FAHZMN, 22 WtOIE E(Type)ol THEE BtV

alue)2l AHE XIEO0| 28 FR= IANANA BXUSZ LS

H 6. 101\/\ = 253 Zels metolE(Type 0)0 FIHE ARIA 22 22 101
Jl2 31 2015 YAISH JI2 3] 20l= M& 2535t I 20| mtetold
Ol 2ol HOIEXl 4AeS B0 AL&5ts 3toIC

|_
0

M
EU
He
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_ - Jle I 20l
SRTP &353 21els& FSEAE
(E+2] : octet)
ARIA-CTR - 16
ARIA-CCM - 16
ARIA-GCM - 16

1) E 6.10M HMAISH 22t9] SRTP 2S3st 2nels0 st &Fx
[12]0F IETF RFCZ STt&= AIE IANAOI 2ot 2gE ogoltt. 2 #&

<= IANAOI 2l 2EEle FXgts &St

Lo

x
rr

SRTP 253 212|522 ARIA-CTRE Mg AL, o3 2S5 tet0lE(Type
2)HIA ‘HMAC-SHA-1"(Value 1)2 M&i5t) 215 Ei] 20| Ti2t0IE (Type 11)0HIA &
dote 2 HMAC-SHA-1 JHl&tgtel 2012 AtEStCH oY Cipher Suitel CHSH 2@l
MIKEY I}i2tOIE a2 &HelotH H 6.22 ZC.

Frl

6.2 ARIA-CTR Cipher Suite0ll CH&t MIKEY ItctOIH

Gipher Suite SRTP &£&3t 21 Z0l oIZ EH3 ZO0l

2nels (Et91 : octet) (&2l © octet)
ARIA_128_CTR_HMAC_SHA1_80 ARIA-CTR 16 10
ARIA_128_CTR_HMAC_SHA1_32 ARIA-CTR 16 4
ARIA_192_CTR_HMAC_SHA1_80 ARIA-CTR 24 10
ARIA_192_CTR_HMAC_SHA1_32 ARIA-CTR 24 4
ARIA_256_CTR_HMAC_SHA1_80 ARIA-CTR 32 10
ARIA_256_CTR_HMAC_SHA1_32 ARIA-CTR 32 4

BtH ARIA-CCMOILE ARIA-GCMES H8igt 22 oIE 2lels metllE(Type 2)=
‘NULL'(Value 0)2 MEi5I0, ¢1E B2 20l= AEAD /& B 20l Iiet0IE(Type
DIE)NM HFst gtS MESC lY Cipher SuiteOfl CHS 2t MIKEY Het0lH 2tS
dclotH # 6.31 20

H 6.3 AEAD_ARIA Cipher SuiteOll CH&H MIKEY ItetolH

_ AEAD 218
. . SRTP &S5} I 20l
Cipher Suite Ef2 2ol
2els (&2l : octet)
(E+2l : octet)
AEAD_ARIA_128_GCM ARIA-GCM 16 16
AEAD_ARIA_256_GCM ARIA-GCM 32 16
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YESUEE

__ AEAD 213
Cipher Suite SRTP &= 71 ol Ei 20l
2nels (&2l octet) (9 ¢ octel)
AEAD_ARIA_128_GCM_8 ARIA-GCM 16 8
AEAD_ARIA_256_GCM_8 ARIA-GCM 32 8
AEAD_ARIA_128_GCM_12 ARIA-GCM 16 12
AEAD_ARIA_256_GCM_12 ARIA-GCM 32 12
AEAD_ARIA_128_CCM ARIA-CCM 16 16
AEAD_ARIA_256_CCM ARIA-CCM 32 16
AEAD_ARIA_128_CCM_8 ARIA-CCM 16 8
AEAD_ARIA_256_CCM_8 ARIA-CCM 32 8
AEAD_ARIA_128_CCM_12 ARIA-CCM 16 12
AEAD_ARIA_256_CCM_12 ARIA-CCM 32 12
&0 2) AEAD 1= EfD 20l metOlE el Type2 5 12 [11]0M &7 HMetatod
HESI A S0IH, 22 = IANAWA 2Yot= Types 2 HEEUWAME EE&HC

SRTPY Il R& &4+E5 MIKEYE Sdil 2R5tI| AdidMe I K= &= et (Type
50 XNAZ= XS MBoHOF St OIEH Il R =0 AIZBH=E 212 20l Al
& 2sst 31 20l metolE(Type 1)0l EHE gtS ALESHC

SRTP 3| RE &=

ARIA-CTR

) HE 6.40lM HMAIS SRTP I R& &9
1217

SDESE SRTP2 2| 22 Z=2EEZ AMESE
Cipher SuiteZ2 451D RIhAE, B2 19 [6

]
strations’0il di& Cipher SuiteE CS1t 20| It

|
b IETF RFCZ SE&= AIEO0 IANAOI 2o &2 olF0It. 2 E=

|
= =% IANAOI 2ol 5= xS =&t

K]

&l
5
o
FH
IS
lo
0
H0
[
my
o

o =2E= ’é’O#I} b5 ZO0IA HAIS

Ol A HIAl SRTP Crypto Suite Regi

FAIZHOF StCY.

KCS.KO-12.2001

srtp—crypto-suite—ext = "ARIA_128_CTR_HMAC_SHA1_80"/

7. ¢8Y 2@ e

"ARIA_128_CTR_HMAC_SHA1_32"/
"ARIA_192_CTR_HMAC_SHA1_80"/
"ARIA_192_CTR_HMAC_SHA1_32"/
"ARIA_256_CTR_HMAC_SHA1_80"/
"ARIA_256_CTR_HMAC_SHA1_32"/
"AEAD_ARIA_128_GCM" /
"AEAD_ARIA_256_GCM" /
"AEAD_ARIA_128_GCM_8" /
"AEAD_ARIA_256_GCM_8" /
"AEAD_ARIA_128_GCM_12" /
"AEAD_ARIA_256_GCM_12" /
"AEAD_ARIA_128_CCM" /
"AEAD_ARIA_256_CCM" /
"AEAD_ARIA_128_CCM_8" /
"AEAD_ARIA_256_CCM_8" /
"AEAD_ARIA_128_CCM_12" /
"AEAD_ARIA_256_CCM_12" /
srtp—crypto—suite—ext

AHE

=5 23 ARIAE SMNA LD 2AGHH HOE HABT AKX LUASH,
SITHIEXL ARIAOH CHE 22 S22 Il 8= A 2EO0ITH ARIA-GCM2| ot& &t 2
gotod =oolior & 222 =I| HWH(IV)S AFEO0ICH. AES-GCMS TLS 1.20IM AtE35t
Il =18t ¥ AAC 252 | 9 [8]UIA =I| HEH(V) H8 2ol ol 2HMELE Jls
ot Y20, ARIA-GCME 012 &Sttt

SHAl &= S=% S0 2o SHA-12| X &0l MOtE AKX OFE SHA-25614 SH
A-384= &8 UWHES It UCH SHA-1Z2 It Al &2 AMESt= HMAC=2 Of
A FHAHO LAZKX UUAKXCH ST SHA-12] ALEO0I X*X} BHME D A= S et
O & EZE0A MAIStE TLS Cipher Suite= SHA-256 £ SHA-3842 AtEstCh gt
S ZEIDICIOf 1|O|E1% SE= SRTP2 S42 1126t SRTP Cipher Suite= SHA-1

10
=
0f0
o o
JO
>
ron
_Q

SRTP2| 3| J—FEI =
0

o o
o

| 81 20l TLS, IPsec, S/MIME S E&29 2ot Z2EZ2S SN Ml

ZEZ22 SDESE AMEE Z<2, SDES XM &5 &4 ESE <
3 S 0
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