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Preface

1. Purpose of Standard

This Standard provides specifications of the recommended ECB, CBC, CFB, OFB
and CTR modes of operation for the 64-bit block cipher HIGHT in the information
processing systems and communication environments.

2. Summary of Contents

This standard explains the structure of ECB, CBC, CFB, OFB and CTR modes of
operation for 64-bit block cipher HIGHT.

3. Applicable Fields of Industry and its Effect
This standard facilitates to implement ECB, CBC, CFB, OFB and CTR modes of
operation for 64-bit block cipher HIGHT that has been applied to many
cryptographic applications to provide Ubiquitous environment.
4. Reference Standards(Recommendations)
4.1. International Standards(Recommendations)
- NIST SP 800-38A, “Recommendation for Block Cipher Modes of Operation — M
ethods and Techniques”, 2001.
- |1SO/IEC 10116, “Information technology — Security technigues — Modes of op
eration for an n-bit block cipher”, 2006.

4.2. Domestic Standards

- TTAS.KO-12.0040/R1, “64-bit Block Cipher HIGHT", 2008.12.
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5. Comparison between Reference Standards(Recommendations) and this Standard

YESUE

oo

5.1. Relevance of this Standard with Reference Standards(Recommendations)

This standard refers to the basic concept and design principle of ECB, CBC, CF

B, OFB and CTR modes of operation in NIST SP 800-38A and ISO/IEC 10116.

5.2. A Comparative Table of Reference Standard(Recommendation) and
Standard
Reference Standards
KCS.KO-12.0166 _ Remarks
NIST SP ISO/IEC 10116 TTAS.KO-12.0040
800—-38A /R1
1. Introduction - - - Added
2. Constitution and B B B Added
Scope
3. Terms Definition
and Abbreviations, - - - Added
Symbols
6. Electronic
Codebook(ECB)
mode
7. Cipher Block
Chaining(CBC)
mode
6. BLOCK CIPH .
4. Mode of Operation | ~ER MODES O S'Egiﬁ%cMCFB) 5. Mode of Ope | /0 ifieg
F OPERATION ration
mode
9. Output
Feedback(OFB)
mode
10. Counter (CTR)
mode
Appendix | . APPENDIX A: B Appendix | . Pad Modified
Padding Method PADDING ding Method
APPENDIX F:
. EXAMPLE Annex D. )
Appendix II. VECTORS FOR| Examples for Appendix 1. Modified
MODES OF the Modes of Test Vectors
Test Vectors OPERATION Operation
OF THE AES
Appendix .
PP - - - Added

Related Documents

KCS.KO-12.0166
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6. Statement of Intellectual Property Rights

“Written Confirmation of Intellectual Property Rights” for this standard can be
referenced to the website of the National Radio Research Agency.

Those using this standard must confirm that whether intellectual property rights
are included in this standard.

Other intellectual property rights may exist in relation to written confirmation
received for this standard.
7. Statement of Testing and Certification
7.1. Object of Testing and Certification

None
7.2. Standards of Testing and Certification

None

8. History of Standard

8.1. Change History

Edition Issued date History
. Established
The 1st edition 2013.12.31. KCS.KO-12.0166

8.2. Revisions Related Details

None
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64 HIE =5 &= HIGHT 28 22L&

(Modes of Operation for the 64-bit Block Cipher HIGHT)

= HEEZ2 64 HE =5 2= HIGHTZE 0/E06t:H
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